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4 + 2𝑥 + 1𝑥2

𝑡 mod 𝑡 𝑡 = 24

+ 1𝑥𝑑 𝑑 = 2𝑛 𝑛
𝑛 = 4 + 1𝑥16

+ 1𝑥16

𝑥0 𝑥15

≡ −1 (mod + 1)𝑥16 𝑥16 𝑥16

𝑥

+ + + + + + +𝑎15𝑥15 𝑎14𝑥14 𝑎13𝑥13 𝑎12𝑥12 𝑎11𝑥11 𝑎10𝑥10 𝑎9𝑥9 𝑎8𝑥8

+ + + + + + + 𝑥 +𝑎7𝑥7 𝑎6𝑥6 𝑎5𝑥5 𝑎4𝑥4 𝑎3𝑥3 𝑎2𝑥2 𝑎1 𝑎0

𝑎𝑖 𝑡 − 1

𝑥

𝑥 2𝑥14 𝑥4 2𝑥18

𝑥16 2𝑥2

𝑥16

+ 1𝑥16

2𝑥14 𝑥4 + 1𝑥16

22𝑥2 −2𝑥2

+ 1𝑥𝑑

𝑑 = 2𝑛 𝑡

𝑞 𝑡

+ 1𝑥4096

𝑑 = 4096
𝑡 = 290764801

𝑞 = 9214347247561474048

𝑑 = 16 𝑡 = 7 𝑞 = 874

𝑠

𝑠 = − − − − + + − + + 𝑥 − 1𝑥15 𝑥13 𝑥12 𝑥11 𝑥9 𝑥8 𝑥6 𝑥4 𝑥2

𝑞 𝑎

𝑎 = 42 − 256 − 393 − 229 + 447 − 369 − 212 + 107𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9 𝑥8

+52 + 70 − 138 + 322 + 186 − 282 − 60𝑥 + 84𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

𝑒 = −3 + + + 7 − 6 − 6 + + 4𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9 𝑥8

− + 3 − 4 + 4 + 4𝑥 + 1𝑥6 𝑥5 𝑥4 𝑥3

𝐩𝐤 = ( , 𝑎)[−𝑎𝑠 + 𝑒]𝑞

𝑞

= −285 − 431 − 32 + 86 − 83 − 142 − 41𝐩𝐤0 𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9

+430 + 26 − 158 − 281 + 377 + 110 − 234 − 113𝑥 + 252𝑥8 𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

𝑎
mod 𝑞 𝑠

𝑎
𝑎

𝑠
( , 𝑎)[−𝑎𝑠 + 𝑒]𝑞 𝑒

𝑠 𝑒

𝑠 −𝑎𝑠 + 𝑒

𝑡
𝑞

𝑚 = 3 + 4 ≡ 3 − 3𝑥8 𝑥8

𝑢

= −5 − 2 + 3 − − 4 + 3 + + 4𝑒1 𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9 𝑥8

+4 + 5 − 4 − 3 − 3 + 2 − 6𝑥 + 4𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

= −7 + 2 − 4 + 5 + 2 − + 4𝑒2 𝑥15 𝑥14 𝑥13 𝑥11 𝑥10 𝑥9 𝑥8

−4 − 3 + 2 − 2 + − 4 − 2𝑥 + 2𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

𝑢 = + + − − − + 1𝑥14 𝑥13 𝑥12 𝑥8 𝑥5 𝑥3

𝐜𝐭 = ( , )[ 𝑢 + + 𝑞𝑚/𝑡]𝐩𝐤0 𝑒1 𝑞 [ 𝑢 + ]𝐩𝐤1 𝑒2 𝑞
mod 𝑡

mod 𝑞

mod 𝑞
𝑢

= 217 − 53 + 13 − 249 − 392 − 238 + 252 + 115𝐜𝐭0 𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9 𝑥8

+5 + 184 − 201 − 258 − 247 + 144 + 23𝑥 + 42𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

=𝐜𝐭0 [ + 𝑒𝑢 − 𝑎𝑢𝑠 + 𝑞𝑚/𝑡]𝑒1 𝑞

= 25 + 225 − 12 + 270 + 350 − 24 + 56 − 330𝐜𝐭1 𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9 𝑥8

+386 + 225 − 332 + 68 − 20 − 26 − 91𝑥 + 380𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

=𝐜𝐭1 [𝑎𝑢 + ]𝑒2 𝑞
𝑠 𝑠 =𝐜𝐭1 [𝑎𝑢𝑠 + 𝑠]𝑒2 𝑞

[ + 𝑠]𝐜𝐭0 𝐜𝐭1 𝑞

[𝑞𝑚/𝑡 + + 𝑒𝑢 + 𝑠]𝑒1 𝑒2 𝑞

𝑠 + = 13 − 2 + 17 + 22 − 32 − 23 + 19 − 380𝐜𝐭1 𝐜𝐭0 𝑥15 𝑥14 𝑥13 𝑥12 𝑥11 𝑥10 𝑥9 𝑥8

+9 + 10 − 13 − 3 − 2 − 12 + 7𝑥 + 393𝑥7 𝑥6 𝑥5 𝑥4 𝑥3 𝑥2

𝑥8 𝑥0

mod 𝑡

− + + − − + −13𝑥15

128
𝑥14

64
17𝑥13

128
11𝑥12

64
𝑥11

4
23𝑥10

128
19𝑥9

128
95𝑥8

32

+ + − − − − + +9𝑥7

128
5𝑥6

64
13𝑥5

128
3𝑥4

128
𝑥3

64
3𝑥2

32
7𝑥
128

393
128

𝑚 = 3 − 3𝑥8

=𝑚′ [⌊ ⌉]𝑡
𝑞

[ + 𝑠]𝐜𝐭0 𝐜𝐭1 𝑞
𝑡

⌊⌉

13/128

𝑞/𝑡

𝑚1 𝑚2

𝐚 = ( , ),[ + + 𝑞 /𝑡]𝐩𝐤0𝑢1 𝑒1 𝑚1 𝑞 [ + ]𝐩𝐤1𝑢1 𝑒2 𝑞

𝐛 = ( , ).[ + + 𝑞 /𝑡]𝐩𝐤0𝑢2 𝑒3 𝑚2 𝑞 [ + ]𝐩𝐤1𝑢2 𝑒4 𝑞

𝑢1 𝑢2
…𝑒1 𝑒4

𝐚 + 𝐛 = ( , )[ ( + ) + ( + ) + 𝑞( + )/𝑡]𝐩𝐤0 𝑢1 𝑢2 𝑒1 𝑒3 𝑚1 𝑚2 𝑞 [ ( + ) + ( + )]𝐩𝐤1 𝑢1 𝑢2 𝑒2 𝑒4 𝑞

+𝑚1 𝑚2

𝐜 = ( , )[ ( ) + ( ) + 𝑞( + )/𝑡]𝐩𝐤0 𝑢3 𝑒5 𝑚1 𝑚2 𝑞 [ ( ) + ( )]𝐩𝐤1 𝑢3 𝑒6 𝑞

[𝑞( + )/𝑡 + + 𝑒 + 𝑠]𝑚1 𝑚2 𝑒5 𝑢3 𝑒6 𝑞

+𝑚1 𝑚2

= +𝑒5 𝑒1 𝑒3

𝑒 = 𝑒( + )𝑢3 𝑢1 𝑢2

𝑠 = ( + )𝑠𝑒6 𝑒2 𝑒4

𝑞/(2𝑡)

𝑛√

𝑞/𝑡 = 128
𝑞/𝑡

𝑞 /𝑡𝑚1
𝑡/𝑞 𝑞 /𝑡𝑚1𝑚2

Stephen Hardy
(EH8A9H@<,09<EBB@ABE

(8EPE,@PE,J=PE,B89A>:,9A,8E@OEA,@AF
E@PB8,B8@A,@PE,FPE@JB,=K,9A,JC,D89<=:D8C

 , 

1 ' 2 + , 3 4 5 , 6 3 6 7

A Homomorphic Encryption Illustrated
Primer

)PCDB=>P@D8C 7

FOLLOW ME

RECENT POSTS

CATGEORIES

https://humanata.com/
https://humanata.com/
https://humanata.com/about
https://humanata.com/contact
https://twitter.com/proximation
https://www.linkedin.com/in/stephen-hardy-4ba0431/
http://homomorphicencryption.org/
https://eprint.iacr.org/2012/144
https://eprint.iacr.org/2012/078.pdf
https://github.com/kimandrik/HEAAN
https://github.com/quarkslab/NFLlib
https://github.com/quarkslab/NFLlib
https://github.com/vernamlab/cuHE
https://git.njit.edu/palisade/PALISADE/tree/master
https://www.microsoft.com/en-us/research/project/simple-encrypted-arithmetic-library/
https://github.com/shaih/HElib
http://gas.dia.unisa.it/projects/jlbc/download.html
https://en.wikipedia.org/wiki/Ring_learning_with_errors
https://en.wikipedia.org/wiki/Polynomial_long_division
https://en.wikipedia.org/wiki/Cyclotomic_polynomial
https://www.microsoft.com/en-us/research/wp-content/uploads/2017/12/sealmanual.pdf
https://eprint.iacr.org/2012/144.pdf
https://twitter.com/proximation
https://www.linkedin.com/in/stephen-hardy-4ba0431/
https://humanata.com/blog/illustrated_primer/
https://humanata.com/blog/illustrated_primer/
https://humanata.com/categories/cryptography


,?9<<,DP=FLHE,@,BEPJ,?9B8, ,S,?89H8,?=L<F,;E,PEH=OEP@;<E,9K,?E,H@A,:B9<<,PEJ=OE,B8E
J@:T9A>,BEPJ:I

(8E,BP9HT5,B8EA5,B=,LAFEP:B@AF9A>,B8E,JEH8@A9:J,K=P,8=J=J=PD89H,JL<B9D<9H@B9=A,9:,B=,:EE,8=?
B8E,J@:T9A>,BEPJ:,@PE,PEJ=OEF,KP=J,B8E,DP=FLHB,=K,H9D8EPBE`B:I,(=,F=,B89:5,B8E,9FE@,9:,B=,<==T,@B
B8E,H9D8EPBE`B:,@:,@,:9JD<E,D=<CA=J9@<,9A,B8E,D=?EP:,=K, 5,B8E,:EHPEB,TECI,(89:,9:,@;=LB,B8E,_PF
F9WEPEAB,?@C,=K,L:9A>,D=<CA=J9@<:,9A,B89:,D=:B5,:=,9B,9:,@,;9B,H=AKL:9A>5,;LB,9B,9:,TEC,B=
LAFEP:B@AF9A>,8=?,9B,?=PT:I

fE,H@A,?P9BE,B8E,aP:B,D@PB,=K,B8E,FEHPCDB9=A,DP=HE::,:LH8,B8@B,E@H8,E<EJEAB,=K,B8E,H9D8EPBE`B,9:,@
H=EbH9EAB,=K,@,D=<CA=J9@<,9A, [

/EJEJ;EP,B8@B,B8E,H=JD=AEAB:,=K, ,@AF, ,@PE,D=<CA=J9@<:,B8EJ:E<OE:5,:=,B89:,EQL@B9=A,9:,@
D=<CA=J9@<,B9JE:,=AE,U X,@FFEF,B=,@,D=<CA=J9@<,B9JE:,@A=B8EP,D=<CA=J9@<5,B8EA,@<<,B8@B,B@TEA
J=FL<=, ,@AF,J=FL<=, I

*=?5,?E,:@?,@;=OE,B8@B,FEHPCDB9=A,DP=FLHE:,@,QL@AB9BC,B8@B,9:,9AFEDEAFEAB,=K,B8E,J@:T,BEPJ:,
I

fE<<5,H=A:9FEP,A=?,B?=,H9D8EPBE`B:, ,@AF, 5,FEaAEF,@:,B8E,EAHPCDB9=A,=K,B?=,JE::@>E:5, ,@AF,
5,B8@B,H@A,;E,FEHPCDBEF,:=[

?8EPE, ,@AF, ,PEDPE:EAB,B8E,A=9:E,9A,B8E,H9D8EPBE`B:I

MK,?E,B@TE,B8E,DP=FLHB,=K,B8EJ,?E,8@OE[

(8E,E`DPE::9=A,=A,B8E,P9>8B,8@AF,:9FE,9:,9AFEDEAFEAB,=K,B8E,J@:T:,L:EF,9A,H@<HL<@B9A>, ,@AF, 5,:=
B8E,<EKB,8@AF,:9FE,JL:B,;E,9AFEDEAFEAB,=K,B8EJ,@:,?E<<I

MK,?E,E`D@AF,B8E,<EKB8@AF,:9FE,9A,BEPJ:,=K, ,U@AF,K=P,H=AOEA9EAHE,JL<B9D<C,;C, X,B8EA,?E,8@OE

?9B8

0=9A>,B89:,JE@A:,B8@B,?E,H@A,?=PT,=LB,B8E,H=JD=AEAB:,=K,@,AE?,H9D8EPBE`B,B8@B,8@:,=AE,J=PE
E<EJEAB,B8@A,B8E,=P9>9A@<,H9D8EPBE`B:5,@AF,B8@B,H@A,;E,FEH=FEF,DP=DEP<C,L:9A>,VL:B,D=?EP:,=K,B8E
:EHPEB,TEC, I

(8E,FEaA9B9=A,=K,FEHPCDB9=A,9:,E`BEAFEF,B=,9AH<LFE,B89:,E`BP@,BEPJ[

(8@B,VL:B,@FF:,@A=B8EP,BEPJ,?89H8,9:,@,D=<CA=J9@<,B9JE:,B8E,:QL@PE,=K,@,D=<CA=J9@<I,(8EPE,9:,<=B:
=K,;==TTEED9A>,B=,F=5,;LB,9B,9:,VL:B,:H8==<,<EOE<,@<>E;P@,ULD,B=,B8E,J=FL<L:,D@PBiXI,(89:,9:,@
>EAEP@<9:@B9=A,=K,B8E,FEHPCDB9=A,:BED5,@AF,9B,@<<=?:,L:,B=,FEHPCDB,B8E,PE:L<B:,=K,@,8=J=J=PD89H
JL<B9D<9H@B9=AI

(=,:EE,8=?,B89:,@<<,?=PT:,E`D<9H9B<C5,H=A:9FEP,B8E,E`D@A:9=A,=K, ,@AF, 5,9A,BEPJ:,=K,B8E,EAHPCDB9=A
DP=HE::

no,pn;K,@q,k,n<EKBo,pn;K,DTq3,Lr7,],Ep77q,],Q,Jr7,\,B5,pn;K,DTq7,Lr7,],Ep76q,nP9>8Bs,ns

no,pn;K,;q,k,n<EKBo,pn;K,DTq3,Lr6,],Ep67q,],Q,Jr6,\,B5,pn;K,DTq7,Lr6,],Ep66q,nP9>8Bs,ns

MK,?E,E`D@AF,B8E,FEaA9B9=A,=K,JL<B9D<9H@B9=A5,@<=A>,?9B8,D@PB9@<,FEHPCDB9=A,=K,B8E,PE:L<B,U9IEI
FEHPCDB,9B,B=,B8E,D=9AB,;EK=PE,?E,F9O9FE,;C, ,@AF,P=LAFX5,B8EA,B8E,PE:L<B9A>,E`DPE::9=A,9:
H=JD<9H@BEFI,!=?EOEP5,;EH@L:E,B8E,H=JD=AEAB:,=K,E@H8,H9D8EPBE`B,@PE,:BPLHBLPEF,B=,;E,@;<E,B=
PEJ=OE,B8E,J@:T9A>,BEPJ,U X,FLP9A>,FEHPCDB9=A5,B8E,PE:L<B,=K,B89:,E`D@A:9=A,F=E:,A=B,FEDEAF
=A,B8E,J@:T9A>,BEPJ, ,KP=J,B8E,DL;<9H,TEC,@B,@<<iii,(8E,E`DPE::9=A,=;B@9AEF,K=<<=?:5,?89H8,<==:E<C
:8=?:,B8E,A=9:E,BEPJ:,9A,B8E,PE:L<B,=K,JL<B9D<9H@B9=A[

no,pn;K,Hq3,:j3,],pn;K,Hq7,:j7,],pn;K,Hq6,:j6,ns,no,k,nKP@HpQqpBq,Jr7,Jr6,],Ep66q,Jr7,:,],Ep76q,Jr6,:,]E
Jr6,Lr7,],E,Jr7,Lr6,]Ep67q,Jr7]Erp77q,Jr6,ns

(8EPE,@PE,<=B:,=K,BEPJ:,8EPE5,;LB,A=?,?E,8@OE,PEJ=OEF,B8E,J@:T:,B8E,QLE:B9=A,9:5,8=?,<@P>E,@PE
B8E,A=9:E,BEPJ:,UEOEPCB89A>,@D@PB,KP=J,B8E,aP:BX,H=JD@PEF,B=,=LP,dA=9:E,;LF>EBe,=K,Q\U6BXt

(=,>EB,@,KEE<9A>,K=P,B89:5,?E,:9JL<@BEF,@,<@P>E,ALJ;EP,=K,JL<B9D<9H@B9=A:,=K,EAHPCDBEF,P@AF=J
JE::@>E:5,K=P, 5, 5,@AF, I,(8E,F9:BP9;LB9=A,=K,B8E,H=EbH9EAB,:9RE
=K,E@H8,BCDE,=K,EPP=P,BEPJ,9:,:8=?A,;E<=?I,*=BE,B8@B,B8E,B=B@<,EPP=P,AEEF:,B=,;E,<@P>EP,B8@A,

,B=,H@L:E,@,FEHPCDB9=A,EPP=PI,"K,B8E:E,BEPJ:5,B8E,BEPJ:,9AO=<O9A>,@A,EPP=P
D=<CA=J9@<5,B8E,JE::@>E5,@AF,B8E,:EHPEB,TEC,5, 5,@PE,B8E,<@P>E:B,H=ABP9;LB=P:I

(89:,D<=B,:8=?:,B8@B,K=P,B8E:E,D@P@JEBEP:5,B8E,<@P>E:B,H=ABP9;LB9=A,9:,KP=J,B8E,BEPJ:,?89H8
9AO=<OE,@A,EPP=P,D=<CA=J9@<,JL<B9D<9EF,;C,@,JE::@>E,D=<CA=J9@<,@AF,B8E,:EHPEB,TECI,(8E,<@P>E:B
H=EbH9EAB,=K,B89:,A=9:E,9:,@;=LB,_33I,(8EPE,@PE,B?=,=K,B8E:E,BEPJ:5,@AF,B8E,=B8EP:,@PE,:J@<<EPI
)=J;9A9A>,@<<,B8E,EPP=P,BEPJ:,9AB=,=AE,:8=?:,B8E,B=B@<,A=9:E,9A,B8E,PE:L<B,=K,B8E,JL<B9D<9H@B9=AI
(8E,F9:BP9;LB9=A,=K,B8E:E,H=EbH9EAB:,9:,:8=?A,8EPE[

(89:,:8=?:,B8@B,B8EPE,9:,A=B,QL9BE,EA=L>8,8E@FP==J,B=,F=,@,:9A><E,JL<B9D<9H@B9=A,:@KE<C,@AF,B8EA
FEHPCDB,@,H=PPEHB,PE:L<B,K=P,B8E:E,D@P@JEBEP:,U?89H8,@PE,9A:EHLPE,@AC?@CiX,S,@P=LAF,7,H=EbH9EAB
9A,@,c333,?9<<,8@OE,@A,EPP=P,<@P>EP,B8@A,g765,<E@F9A>,B=,@;=LB,@,7u,EPP=P,P@BE,9A,FEHPCDB9=AI

-=5,B=,:LJJ@P9:E5,=AE,H@A,F=,JL<B9D<9H@B9=A,=K,H9D8EPBE`B:,9K,?E,BPE@B,B8EJ,@:,D=<CA=J9@<:,9A, ,S
?89H8,B8EPE;C,H@AHE<,=LB,B8E9P,=?A,J@:T9A>,BEPJ:,?8EA,FEHPCDBEF,S,@AF,JL<B9D<C,B8EJ,@:,:LH85
TEED9A>,BP@HT,=K,B8E,H=EbH9EAB:,=K,B8E,D=?EP:,=K, ,:ED@P@BE<C5,@AF,TEED9A>,BP@HT,=K,B8E,@J=LAB,=K
A=9:E,:=,?E,H@A,;E,H=AaFEAB,B8@B,B8EC,FEH=FE,H=PPEHB<CI

Relinearisation and other topics

(8E,JL<B9D<9H@B9=A,:BP@BE>C,=LB<9AEF,@;=OE,@<<=?:,L:,B=,F=,J@AC,JL<B9D<9H@B9=A:5,@B,B8E,E`DEA:E,=K
9AHPE@:9A>,B8E,:9RE,=K,=LP,H9D8EPBE`B,;C,=AE,D=<CA=J9@<,K=P,E@H8,JL<B9D<9H@B9=AI,(8E,K@HB,B8@B,B8E
H9D8EPBE`B,>P=?:,9A,:9RE,J@C,;E,@A,9::LEI,MB,BLPA:,=LB,B8EPE,@PE,JEB8=F:,K=P,PEFLH9A>,B8E
H9D8EPBE`B,:9RE,;@HT,B=,B?=,D=<CA=J9@<:5,@B,B8E,H=:B,=K,9AHPE@:9A>,B8E,A=9:EI,(89:,9:,TA=?A,@:
PE<9AE@P9:@B9=A5,@:,C=L,@PE,PEJ=O9A>,B8E,QL@FP@B9H,@AF,89>8EP,BEPJ:,9A,B8E,D=<CA=J9@<,9A, I

%A=B8EP,9JD=PB@AB,BEH8A9QLE,B8@B,J@TE:,L:9A>,B89:,HPCDB=>P@D89H,:H8EJE,DP@HB9H@<,9:,B8E,DP=HE::
=K,D@HT9A>,JL<B9D<E,JE::@>E:,9AB=,=AE,D<@9ABE`B,B=,9AHPE@:E,B8E,B8P=L>8DLB,B8P=L>8
D@P@<<E<9:@B9=AI

/E<9AE@P9:@B9=A,@AF,B8E:E,D@HTEF,EAH=F9A>,JEH8@A9:J:,?9<<,;E,B8E,:L;VEHB,=K,@,:L;:EQLEAB,;<=>
D=:BI

Conclusion
/=L>8<C,:DE@T9A>5,EAHPCDB9=A,9:,@,J@:TEF,EJ;EFF9A>,=K,@,JE::@>E,9A,@,D=<CA=J9@<,P9A>,?9B8
:=JE,@FFEF,A=9:EI,$@H8,H9D8EPBE`B,H=AB@9A:,EA=L>8,9AK=PJ@B9=A,B=,PEJ=OE,9B:,=?A,J@:T,>9OEA
B8E,:EHPEB,TECI,&EH@L:E,B8E,EJ;EFF9A>,VL:B,9AO=<OE:,@,:H@<9A>,=K,B8E,JE::@>E5,@FF9B9=A,@AF
JL<B9D<9H@B9=A,H@A,:B9<<,;E,DEPK=PJEF,=A,B8EJ5,?9B8,:=JE,H<EOEP,H=A:BPLHB9=A:,B=,@<<=?,B8E,J@:T:
B=,;E,PEJ=OEF,@KBEP?@PF:I,(8E,:EHLP9BC,=K,B8E,:H8EJE,H=JE:,KP=J,B8E,F9bHL<BC,9A,PEJ=O9A>,B8E
J@:T9A>,9A,B8E,DPE:EAHE,=K,B8E,A=9:E,?8EA,C=L,F=ANB,TA=?,B8E,DP9O@BE,TECI,(8E,F9bHL<BC,=K,B89:
DP=;<EJ,<E@F:,B=,:=JE,E`HE<<EAB,:EHLP9BC,DP=DEPB9E:5,:LH8,@:,B8EPE,;E9A>,A=,TA=?A,QL@ABLJ
@<>=P9B8J,K=P,@BB@HT9A>,B8E:E,:C:BEJ:I

MK,C=LNOE,>=B,B89:,K@P5,?E,8=DE,C=L,A=?,8@OE,@,;EBBEP,@DDPEH9@B9=A,=K,8=?,/9A>,2E@PA9A>,?9B8
$PP=P:,8=J=J=PD89H,EAHPCDB9=A,:H8EJE:,U=P,@B,<E@:B,B8E,YZ,OEP:9=A,=K,B8E:EX,?=PTI,^=9A>,B8P=L>8
B8E,DP=HE::,=K,?P9B9A>,B89:,8@:,HEPB@9A<C,8E<DEF,L:I

Acknowledgements

(8@AT:,B=,f9<T=,!EAEHT@,@AF,!@J9:8,MOECS2@?,K=P,:L;:B@AB9@<<C,9JDP=O9A>,B89:,D=:B,?9B8,B8E9P
KEEF;@HTi

v!=J=J=PD89H

𝑡/𝑞 𝑞 /𝑡𝑚1𝑚2

𝑠

𝑠

[ + ]𝐜𝐭0 𝐜𝐭1𝑠1
𝑞

𝐜𝐭 𝑠
𝑠0

+ 1𝑥𝑑 𝑞

𝑎𝑢

→ 𝑚 + 𝑛𝑜𝑖𝑠𝑒[ + ]𝐜𝐭0 𝐜𝐭1𝑠1
𝑞

𝑞
𝑡

𝐚 𝐛 𝑚1
𝑚2

→ +[ + ]𝐚0 𝐚1𝑠1
𝑞

𝑞
𝑡

𝑚1 𝑛1

→ +[ + ]𝐛0 𝐛1𝑠1
𝑞

𝑞
𝑡

𝑚2 𝑛2

𝑛1 𝑛2

→ ( + ) ( + )[ + ]𝐚0 𝐚1𝑠1
𝑞[ + ]𝐛0 𝐛1𝑠1

𝑞
𝑞
𝑡

𝑚1 𝑛1
𝑞
𝑡

𝑚2 𝑛2

𝐚 𝐛

𝑠 𝑡
𝑞

𝑚𝑢𝑙𝑡(𝐚, 𝐛) = + 𝑠 +𝐜0 𝐜1 𝐜2𝑠2

=𝐜0 [ ]𝑡
𝑞

𝐚0𝐛0
𝑞

=𝐜1 [ ( + )]𝑡
𝑞

𝐚1𝐛0 𝐚0𝐛1
𝑞

=𝐜2 [ ]𝑡
𝑞

𝐚1𝐛1
𝑞

𝑠

[⌊ ⌉]𝑡
𝑞 [ + + ]𝐜𝐭0𝑠0 𝐜𝐭1𝑠1 𝐜𝐭2𝑠2

𝑞
𝑡

𝐚 𝐛

𝑞/𝑡

𝑎𝑢𝑖

𝑎

+ + + 𝑒𝑠 + 𝑒𝑠𝑡
𝑞

𝑒2𝑢1𝑢2
𝑡
𝑞

𝑒12𝑒22𝑠2 𝑡
𝑞

𝑒22 𝑢1
𝑡
𝑞

𝑒12 𝑢2

+ 𝑠 + 𝑠 + 𝑒 + 𝑒 +𝑡
𝑞

𝑒12𝑒21
𝑡
𝑞

𝑒11𝑒22
𝑡
𝑞

𝑒21 𝑢1
𝑡
𝑞

𝑒11 𝑢2
𝑡
𝑞

𝑒11𝑒21

𝑑 = 16 𝑡 = 7 𝑞 = 7168 = 1024 × 𝑡

𝑞/(2𝑡) = 512
𝑠 + 𝑠𝑒22𝑚1 𝑒12𝑚2

𝑠

𝑠

𝑠
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